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Fig. 9 
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Fig. 10 
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Specification 

DATAJ^QNIXCQUNG DEVICE. 
QQFmiGrDEVJC^_ANDSTO^ 



5 Field of the Invention 

The invention relates to a data monitoring method for preventing 
copy-inhibited documents and image data from the unauthorized copying, 
and a device thereof. 



vS 10 Description of the Prior Arts 

M In these days, it has become easy for respective devices connected 

flf with the network to obtain and print electronic data, as the network and the 

ff! digitalization develop wide. Meanwhile, the desktop Publishing (DTP), of 

□ which the technology has been improved in order to produce images close to 

II 15 original data, can get copies more precise than ever. Thereby the 
~i infrastructure that enables a user to obtain electronic data and print them 

precisely is now consolidating. 

On the other hand, the leak of secrecy regarding a document 
under the secrecy management gets into trouble in case where said 
20 document is copied. In addition, if it is easy to obtain copies that cannot be 
distinguished from the original, it is afraid that such method is utilized to 
the illegal use of copyright or the forgery of bank notes and securities. The 
damages in such cases will be enormous. 

The conventional color copying machine has installed the function 
25 of preventing bank notes and etc. from the forgery. Fig. 18 shows a block 
diagram of the conventional color copying machine. In Fig. 18, image signals 
read from a scanner 110 are judged according to the image characteristics by 
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a specific image judging means 120 to be that of the bank notes and the 
' securities being an object of the copying inhibition. In case of that of the copy 
inhibition, it is arranged that the copy prevention function be activated so 
that the images may be reproduced after the converting to a thumbnail 
5 image or the reverse to a mirrored image. The image data thus processed in 
such a way may be outputted to a printer 130, so that the copied images can 
be easily distinguished as a forgery thing (for example, like an image 
processor disclosed in Japanese Laid-open Publication Nos. 01-316783, 
11-275352, and 11-355562). 
4f 10 As the current trend, the number of documents and images, that 

are sent or received as paper documents or as electronic data, gets very large. 
Ill There is a subject that a personal computer obtains secrecy electronic 

If? documents and copyright data in a simple way through network and then a 

Q high-speed printer copies the data illegally. 

M 

fy 15 By the way, since the prescribed prior arts refers to the method 

□ for judging images of originals read by the scanner, it is not possible to deal 

with the prescribed subject regarding the electronic data that are not read by 

the scanner. 

Besides, the prescribed prior arts have great influences over the 
20 society since it is very easy to forgery bank notes and etc., meanwhile it is 
possible only to inhibit the copying within the restricted limits. But, even in 
a specific business place, for example, there are various electronic data to be 
observed secret, and it is general that the contents of data are not constant 
for many hours but changeable along with the time elapsed. 
25 However, it is hard for the prescribed prior arts to update the copy 

inhibition information at any time according to the environments. 

Moreover, as electronic data gets to replace paper documents as 
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described above, the number of specific secrecy documents stored in a server 
' has increased in the business place. In addition, it becomes possible for 
unspecified persons to display such secrecy documents on a display as a 
printed matter, and then to copy and browse the documents. There are 
5 persons given an authorization to copy or browse these secrecy documents, 
while there are those not given. The restriction of the regulation varies 
depending on the kind of document. That is to say, there is a level of the 
secrecy management that is imparted to a document, and a specific person 
has to be allowed to copy and browse a document only when a management 
10 level given to a specific person is higher than the management level included 
M in the documents. However, even the conventional prior arts cannot 

fy administrate the copying and the browsing in due consideration of the 

Ms 

ffl secrecy management level of electronic data. 

P The present invention is suggested to settle the above problems, 

ffj 15 and has an object to provide a data monitoring method and system that can 
q prevent copy-inhibited data from the unauthorized copying beforehand and 

speedy. 

The invention has another object to provide a data monitoring 
method and system that can freely update copy inhibition information 
20 referring to the inhibition of the browsing and the copying according to the 
environment. 

In addition, the present invention has the other object to provide a 
data monitoring method and system that can freely select either the 
allowance or the inhibition of the copying according to the secrecy 
25 management level of electronic data. 
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Disclosure of invention 

The invention adopts the following means in order to achieve the 
above objects. Specifically, monitoring means monitors each copy element of 
monitoring object data consisting of at least one kind of copy element in 
5 accordance with at least one kind of copy inhibition information capable of 
being updated and stored in inhibition information storage. Inhibiting 
means inhibits input or output of monitoring object data if the monitoring 
means determines that each copy element of the data agrees with a kind of 
the copy inhibition information. Therefore, it is possible to inhibit the 

10 copying and browsing of monitoring object data such as printing data and so 
on that agree with the copy inhibition information. 

The above mentioned copy inhibition information can be updated 
by means of updating means. The updating is preferable to be executed by a 
user having a right to update. Additionally, the updating can be executed by 

15 obtaining new inhibition information from a removable storage medium or 
passing through the network. 

On the assumption that the log of the updating of the copy 
inhibition information is stored in storage means, and it is arranged that, in 
updating the copy inhibition information, the updating be executed only 

20 when the updating information of the copy inhibition information is later 
than the stored log information. 

On the assumption that secrecy management information 
corresponding to each copy inhibition information is stored in advance in 
inhibition information storage together with the copy inhibition information, 

25 and it is arranged that the copy inhibition and the inhibition cancel be 
controlled in accordance with the secrecy management information and the 
user's secrecy management level. Thereby, it is possible to inactivate the 



4 



function, if it is not necessary, to inhibit the copying and the browsing. 

Since the copy inhibition information is concentrated and stored 
in a server device (master information storage) on the network, each device 
executing the copy inhibition processing can obtain the copy inhibition 
information simply by accessing said server. In this case, the copy inhibition 
information may be transferred from the server device to each device passing 
through a removal storage medium, or may be transmitted via network. It is 
possible to store in the server device secrecy management information 
corresponding to each of copy inhibition information in addition to the copy 
inhibition information. 

The invention can inhibit the copying of printing data or browsing 
data as described above, and moreover can trace a device preparing a copied 
printed matter. That is to say, first specific information extracting means 
extracts ID information unique to a specific device concerned with the 
preparation of monitoring object data, and information imparting means 
imparts the ID information to the monitoring object data, thereby new copied 
data is prepared. 

The ID information may be chip ID information imparted to 
Central Processing Unit (CPU), an IP address imparted to a device, or the 
like. 

In addition, second specific information extracting means extracts 
specific application information unique to software concerned with the 
preparation of monitoring object data, and information imparting means 
imparts the specific application information to the monitoring object data, 
thereby new copied data is prepared. It is effective that a mail address 
registered by a user is used as the specific application information. 

A copying device, which receives monitoring object data from an 



external device and prepares a copy based on the monitoring object data, can 
trace the copy as follows. That is to say, extracting means analyses the 
monitoring object data and extracts unique information specifying a specific 
device concerned with the preparation of the monitoring object data, and 
5 then specific information imparting means imparts the extracted unique 
information to the monitoring object data. 

It is helpful that ID number specifying a personal computer, or an 
IP address imparted to a device is used as the unique information. 

Moreover, it may be arranged that extracting means analyze the 
10 copied data and extracts unique information specifying software concerned 
with the copied data, and specific information imparting means imparts to a 
copy the extracted unique information as new copied data. 



Brief Description of the Invention 
15 Fig. 1 is a block diagram of a personal computer in the first 

embodiment of the invention. 

Fig. 2 is a configuration diagram showing a system environment 
of a personal computer in the first embodiment of the invention. 

Fig. 3 is a diagram showing copy inhibition information in the 
20 first embodiment of the invention. 

Fig. 4 is a block diagram of a printing information analyzing 
circuit in the first embodiment of the invention. 

Fig. 5 is a block diagram of a printer in the second embodiment of 
the invention. 

25 Fig. 6 is a block diagram of a printing information analyzing 

circuit in the second embodiment of the invention. 

Fig. 7 is a block diagram of a network scanner in the third 
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embodiment of the invention.. 

Fig. 8 is a block diagram of a network scanner in the fourth 
embodiment of the invention. 

Fig. 9 is a diagram explaining a function registering on devices 
5 connected with the network in the fifth embodiment of the invention. 

Fig. 10 is a block diagram of a copy inhibition information 
registering device in the fifth embodiment of the invention. 

Fig. 11 is an explanatory diagram of a prevention canceling circuit 
in the sixth embodiment of the invention. 
10 Fig. 12 is a diagram showing the seventh embodiment of the 

invention. 

Fig. 13 is a diagram showing a table of the secrecy management 
information used in the seventh embodiment of the invention. 

Fig. 14 is a block diagram of a personal computer of the eighth 
15 embodiment of the invention. 

Fig. 15 is a block diagram of a printer in the ninth embodiment of 
the invention. 

Fig. 16 is a diagram showing a result of the printing in the ninth 
embodiment of the invention. 
20 Fig. 17 is a block diagram showing a network printer in the tenth 

embodiment of the invention. 

Fig. 18 is a block diagram of a color copying machine of prior arts. 



Preferred Embodiments of the Invention 
25 The preferred embodiments of the invention are explained 

according to the drawings hereinafter. In addition, a term of the copying in 
the following explanation is defined as not only the case where a printed 
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matter equivalent to a specific data (an object data) is produced, but also a 
case where the object data is browsed by displaying the data on a displaying 
device. Accordingly, if the invention is applied to the browsing, the term 
including "print" ("printing data", for example) should be change to "browse" 
5 ("browsing data"). In order to distinguish a working memory from a 
nonvolatile storage medium such as a hard disk, the reference numeral M is 
imparted to a working memory. 
(Embodiment l) 

Fig. 1 is a block diagram showing the first embodiment of the 
10 invention. Fig. 2 is a block diagram showing a configuration of the system 
u environment of a personal computer. Fig. 3 is a diagram showing an example 

n ■ of inhibition information described hereafter. And Fig. 4 is a block diagram 

;^ showing in detail a part shown in Fig. 1. 

^ When . a simple printing system is configured in a personal 

5 15 computer 1 (which will be described as PC 1 hereafter) by installing various 
jjj applications as shown in Fig. 2, it is possible for the PC 1 to perform the 

editing and the image processing (color processing). When a scanner 3 is 
selected as inputting means, image data is read by the scanner and then 
imputed in the PC 1. A printer 2 as copying means produces a printing image 
20 on a recording paper, an OHP paper or the like in accordance with the 
printing data of the PC 1. 

When the PC 1 is connected with a network 100, the image data 
may be read by a network scanner 5, and the printing data may be 
transferred to a network printer 4 and printed thereby. 
25 The DTP system comprises the scanner 3 for inputting an object 

original to the PCI as described above, the PCI for the color or other 
processing of images read by the scanner, and the printer 2 for printing the 
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image. In addition, it is needless to say that the object image may be 
graphics data prepared by an application installed in the PCI instead of the 
images read by the scanner. 

Next, the operation that the PCI prints specific printing data 11 
is explained here referring to Fig. 1. 

Fig. 1 is a functional block diagram in case where the PCI works 
under a specific printing application. The image data, which is inputted from 
outside through the scanner and etc. or prepared inside of the PCI by an 
application for the image preparing, is stored as a printing data 11 in a 
printing information memory Mil. Under these conditions, when a user 
selects the printing, the printing data 11 is sent to a printer driver 12. At 
this time, since the printing information memory Mil is predetermined to be 
a working memory, there are some cases that the printing data 11 stored in 
advance in a hard disk is given to the working memory, the printing data 11 
inputted from the scanner is given direct to the working memory, or the like. 

The printer driver 12 has been previously installed as a control 
program for handing data from the PC 1 to the printer 2. The printer driver 
12 transfers to the printer 2 the printing data 11 selected to be printed by the 
application. 

In Fig. 1, data monitoring means comprises printing information 
analyzing circuit 15 and an inhibition information memory M14 storing copy 
inhibition information 14. Besides, the inhibition information memory M14 
is given on demand copy inhibition information from inhibition information 
storage 300 that will be described later. The copy inhibition information 14 
may be anything that can specify the printing information aiming at every 
printing matter such as documents, bank bills, securities, and cash vouchers. 
The kind of the copy inhibition information is not restricted to one kind, but 



there are various kinds as described later. And the inhibition information 
memory M14 are a working memory like the printing information memory 
Mil. 

The printing data 11 is given to the printer 2 from the printer 
5 driver 12, and also given to the printing information analyzing circuit 15 
composing the data monitoring means 400. The printing information 
analyzing circuit 15 expands on a confirmation memory M16 copy elements, 
such as character string information described in the metalanguage, image 
pattern information, code information, and encryption information 

10 embedded by the digital watermark method of the printing data 11 to be 
transferred to the printer 2. The expansion in this stage does not mean that 
of bitmap data, but that of data in a form printable by a printer. For instance, 
the copy elements may be expanded to the intermediate language like a 
displaying list, or to the state of ASCII code of characters. Besides, the code 

15 information means a specific pattern corresponding to a code (a number, a 
mark, and so on) that is decoded to the number or the code by the code 
analyzing engine described later. 

Moreover, the printing information analyzing circuit 15 collates 
and analyzes the copy elements of the expanded printing data 11 with the 

20 copy inhibition information 14 stored in the inhibition information memory 
M14 (which will be described later in detail). When determining that the 
copy element of the printing data 11 agrees with one of the copy inhibition 
information 14 previously stored in the inhibition information memory M14, 
the printing information analyzing circuit 15 outputs a stop order 151 to the 

25 printer driver 12 in order to stop transmitting the printing data. According 
to the stop order 151, inhibiting means 121 provided with the printer driver 
12 stops transmitting the printing data to the printer 2. 
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Therefore, the above method can prevent the unauthorized 
copying in the step that the printing data passes through PC 1. 

It is arranged in the invention that the contents of the copy 
inhibition information 14 can be updated corresponding to the contents to be 
inhibited from the printing. Thereby, the invention can accommodate to the 
secrecy management level and the secrecy information that are updated day 
by day, and also to the forgery preventing technology and the encrypting 
technology of which the technology development is rapidly advancing. 

That is to say, while information updating circuit 13 including 
functions of updating means and obtaining means has registered in advance 
an ID of person having a right to update, an IC card 200 registers the same 
ID representing the person having the right to update. Under this condition, 
it is arranged that the information updating circuit 13 may authenticate the 
IC card 200 when the IC card 200 is inserted into card reading means of the 
PC 1. 

At this time, if it is authenticated that the person having a right 
to update is going to update, the copy inhibition information 14 obtains 
updating data stored in the IC card 200 and is updated from the contents 
previously stored in the inhibition information storage 300 such as a hard 
disk to that data (there is a case where contents are written in newly). 

Besides, the updating of the IC card 200 itself is executed by a 
sever device (a copy inhibition information registering device 6 shown in Fig. 
12, for example) storing information to be a master of the copy inhibition 
information 14 (master inhibition information) and a separated PC working 
the server device or the like. At the time of updating the IC card 200, the 
date (or the version of the updated contents) is registered in the IC card as 
the updating log. On the other hand, when the contents of the inhibition 
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information storage 300 is updated according to the IC card, the date (or the 
version of the updated contents) is also registered in the inhibition 
information storage 300. And then it is preferable that the information 
updating circuit 13 updates the contents of the inhibition information 
storage 300 when the date of the IC card is later than that of the inhibition 
information storage 300. Thereby, it is possible to avoid the unnecessary 
updating (see the fifth embodiment). 

It is needless to say that the updating data may be obtained 
passing through the network 100. That is to say, a server device (the copy 
inhibition information registering device 6 shown in Fig. 11, for example) for 
storing master inhibition information to be original information of the copy 
inhibition information 14 should be provided on the network. Under this 
arrangement, the information updating circuit 13 accesses to the server 
device on the network on demand or at fixed periods and then obtains the 
master inhibition information from the server device (see the fifth 
embodiment). 

Besides, even when the copy inhibition information is obtained 
through the network as described above, it is preferable that the inhibition 
information storage 300 may store only the latest information by comparing 
the data or the like of the updating of the original information on the server 
device with the date or the like of the latest updating of the copy inhibition 
information stored in the inhibition information storage 300. 

Moreover, by presetting IDs of persons having a right to update in 
the server device, it is arranged that an instructor of the updating is judged 
to be an authorized person or not according to each individual ID sent via 
network. That is to say, the information updating circuit 13 transfers the 
information for the updating-right registered in the IC card to the server 
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device together with the user ID, when a person without the right requests 
- the updating, the master inhibition information (copy inhibition information) 
is not transmitted to the PC side. However, unlike the above case, the copy 
inhibition information is not necessary to be written into the IC card used 
5 here. 

Since the invention includes the function of updating as described 
the above, it is possible to perform the updating of copy inhibition 
information easily, and to maintain that the contents be the latest edition. In 
addition, since there is no necessity for changing a built-in memory (ROM), 

10 the updating can be performed quickly and it is possible to prevent the 
spread of the unauthorized copying. 

Moreover, by performing the authentication of a person with the 
updating-right, it is possible to guard the data from persons making the 
unauthorized copying or the illegal change. 

15 The copy inhibition information 14 obtained as above are stored in 

the inhibition information memory M14 from the inhibition information 
storage means 300 at the time of copying, which is shown in Fig. 3. 

A field F141 of the inhibition information memory M14 stores 
character information 141 such as a title in a document, specific character 

20 strings in a document (for example, a significant keyword of a confidential 
document or the like), and etc. A field F142 stores image pattern information 
unique to and specifying the printing information. For instance, when a 
specific pattern (or a character string) is corresponding to a specific code, the 
association information between the pattern (or the character string) and the 

25 code are stored. 

In addition, A field F144 stores encryption information 144 like 
decryption information of digital watermark embedded in photo image data 
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protected by the copyright, and decryption algorithm of encryption pattern 
and type information of code, which are previously printed on originals to be 
read by a scanner 3 according to a specific encryption (security printing, etc.). 

It is possible to accommodate these copy inhibition information 14 
to every document and every original by adding with necessary information. 
Additionally, the copy inhibition information 14 is also able to apply to a case 
where a displaying device is used as outputting means instead of the printer. 

For instance, when the data monitoring method of the invention is 
applied to the displaying system using a display like CRT and so on, it is 
enough that specific figures, codes or the like embedded in still images or 
moving images to be inhibited from the browsing (copy) may be added as new 
copy inhibition information to each prescribed one. 

Next, it is arranged as shown in Fig. 4 that printing information 
analyzing circuit 15 always monitors the printer driver 12 and never fails to 
work specific operations before starting the printing. 

First, when the printing information analyzing circuit 15 starts 
the operation, a drawing engine 154 acquires copy elements composing the 
printing data 11 from the printer driver 12 and draws each copy element into 
a confirmation memory M16. In this way, each copy element 161 drawn into 
the confirmation memory M16 is analyzed in its content by each analyzing 
engine. 

That is to say, out of copy elements 161 of object data (printing 
data 11) expanded on the confirmation memory 16, title data is extracted by 
a title analyzing engine 155, and the result of the analyzed contents is 
transmitted to a collating circuit 159. The collating circuit 159 selects 
character information 141 usable as collation information out of copy 
inhibition information 14 stored in the inhibition information memory M14, 
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which are collated with analyzed result transmitted from the title analyzing 
engine 155. In a result of the collating, if agreeable information is found, it is 
considered that the unauthorized copying is executed; thereby the stop order 
makes the printer drive 12 stop the printing. 

There are many methods for extracting titles by the title 
analyzing engine, however, the title analyzing engine regards and extracts 
regions gathering large sized characters in the object data as a title in 
general. 

Likewise, a document analyzing engine 156 extracts text data 
from copy elements expanded on the confirmation memory M16, and then 
transmits said data to the collating circuit 159. And an image analyzing 
circuit 157 extracts a part of photo from the copy elements expanded on the 
confirmation memory M16, and then transmits said data to the collating 
circuit 159. In addition, a code analyzing circuit 158 extracts specific codes 
(numerical values, symbols) by decoding the copy elements expanded on the 
confirmation memory M16, and then transmits said data to the collating 
circuit 159. 

The collating circuit 159 selects character (text) information 141, 
image pattern information 142, code information 143, and encryption 
information 144, such data usable as the collating information, out of the 
copy inhibition information 14 respectively. And respective information is 
collated with the analyzed result transmitted from each analyzing engine. In 
a result of collating, when the printing information that agree with any one 
of the copy inhibition information is found, it is consider the unauthorized 
printing, thereby the stop order 151 makes the printer driver 12 stops the 
printing. 

In the steps of the above collating, the collating circuit 159 in 
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response to inquiries from each analyzing engine may acquire necessary 
information out of the copy inhibition information 14 and response to each 
analyzing engine. For instance, the code analyzing engine 158 requires 
decoding algorithm and the key at the time of decoding. For that reason, the 
code analyzing engine 158 asks the collating circuit 159 about the decoding 
algorithm necessary for the decoding, and then obtains the latest decoding 
algorithm from the inhibition memory M14. Thereby the code can be decoded. 
When a specific code is converted to regular information, it is necessary for 
the association of the code and the corresponding regular information. In this 
case, the collating circuit 159 obtains the association from the inhibition 
memory 14, and then gives said data to the code analyzing engine 158. 

As described above, the invention can accommodate to the 
printing originals with various kinds of characteristics by a plurality of 
analyzing engines. 

In addition, the invention can be made more effective by providing 
the data monitoring device of the invention with a secrecy management 
function. 

The secrecy management function through network will be 
described in the seventh embodiment. Here is described regarding the 
secrecy management function executed by the data monitoring device. 

That is to say, secrecy management information 67 indicating a 
secrecy management level has been imparted to each copy inhibition 
information as shown in Fig. 13, for example (the explanation about Fig. 13 
will be made in the seventh embodiment). On the other hand, the secrecy 
management level has been imparted to a user of the PC 1 together with the 
user ID, of which content was registered in an IC card 500, for example. 
Under these conditions, when a user uses the PC 1, the user makes a secrecy 



16 



management circuit 68 read the IC card 500. The secrecy management 
circuit 68 sends the readout content to prevention canceling means 17. When 
the copy elements of the printing data 11 are expanded on the confirmation 
memory M16 as described above, the prevention canceling means 17 judges 
5 if the user has a right to copy and browse the copy elements, referring to the 
secrecy management information 67 of copy elements being analyzed by the 
printing information analyzing circuit 15. As the result, if the user is judged 
to have a right to copy and browse, the inhibition processing of the printing 
information analyzing circuit 15 is canceled. 
*p 10 Therefore, it is possible to prevent the printing information 

ff analyzing circuit 15 from working even in case where there is no need to 

J! inhibit the copying or the browsing. 

Beside, the IC card 500 may be common to an IC card registering 
!L the right of updating, however, it is preferable that the right of updating may 

zfH 15 be treated as the data different from the secrecy management level. It is 
jjf needless to say that the secrecy management processing can be applied to a 

^* printer and a scanner that are described as follows. 

In the first embodiment as described the above, since the PC 1 is 
provided with the function of preventing the unauthorized copying by 
20 analyzing the printing contents when the PCI instructs the printer to print 
out, it is possible to previously prevent the unauthorized copying of secrecy 
documents in companies, and the forgery of bank bills and cash vouchers. In 
addition, since the invention is provided with a configuration that can 
update the copy inhibition information in easy, the invention can cope with 
25 the secrecy management level and the secrecy information that are changed 
day by day, and the technologies of the forgery prevention and the encryption 
that progress rapidly. Consequently, it is possible to prevent the spread of 
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the unauthorized copying. 

Moreover, it is possible to prevent any person from changing 
information or performing the unauthorized copying by authenticating and 
confirming if the person has a right to update. And since the management 
level can be imparted, the management of the secrecy information can be 
carried out in various levels. 

Furthermore, when the preventing function of the unauthorized 
printing is provided to the personal computer, there is no need for any 
special hardware, but to install software only. Therefore, it is possible to cut 
cost. 

(Embodiment 2) 

The first embodiment refers to a case where the personal 
computer is provided with the preventing function of the unauthorized 
copying, meanwhile the following explanation will describe the embodiment 
wherein a printer is provided with the preventing function of the 
unauthorized copying. 

The operations of a printer 2 will be explained referring to Fig. 2 
and Fig. 5. Fig. 5 is a block diagram of the printer 2. 

A receiving buffer of the printer 21 receives printing data from the 
PC 1, and the printing data is transmitted to a command analyzing circuit 22 
one after another. The command analyzing circuit 22 analyses the language 
and the image data format of the received printing data. Next, in a result 
that the command analyzing circuit 22 performs the analyzing, if it is 
necessary for drawing characters and graphics, the printing data is sent to a 
graphics/character drawing circuit 23. The graphics/character drawing 
circuit 23 draws the specific graphics and characters on an image memory 
M26 via memory controller 25. Likewise, in a result that the command 
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analyzing circuit 22 performs the analyzing, if it is necessary for expanding 
photo data, the printing data is sent to an image drawing circuit 27. The 
image drawing circuit 27 expands the specific photo data on an image 
memory M26 via memory controller 25. When the expansion of the desired 
image data is formed on the image memory M26, the memory controller 25 
transmits the image data to a printer engine 24. The printer engine 24 prints 
on recording papers according to the received image data. 

In Fig. 5, the data monitoring means 400 comprises an inhibition 
information memory M29 including a printing information analyzing circuit 
28 and copy inhibition information 29. 

The printing information analyzing circuit 28 composing the data 
monitoring means 400 monitors image data expanded on the image memory 
M26 as mentioned above, and analyses the contents of the image data before 
the image data is transmitted to the printer engine 24. If the contents of the 
image data agree with the information stored in the inhibition information 
memory M29, a stop order 218 is outputted. When receiving the stop order 
218, inhibiting means 241 provided in the printer engine 24 stops the 
operation of the printer engine 24. 

Next, the function of an updating circuit 30, since that as the 
updating means is almost same as that explained in the first embodiment, 
will be explained hereafter regarding the different points from that of the 
first embodiment. Besides, the inhibition information memory M14 and the 
information updating circuit 13 in the first embodiment are corresponding to 
a inhibition information memory M29 and a information updating circuit 30 
respectively. Although the inhibition information storage 300 may be a hard 
disk, it may be preferable to be a rewritable nonvolatile memory with small 
capacity like a flash-memory because there is not so much large size of data 
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to be stored in the printer. 

The steps of the updating by the IC card 200 are same as that in 
the first embodiment. And the updating data may be obtained from the PC 1. 
At any time, at the fixed period, at the unfixed period, or at the time of the 
printing, the PC 1 transmits to the printer 2 the updating data together with 
the printing data. The updating data is received by the command analyzing 
circuit 22 passing through the receiving buffer 21. At this time, the command 
analyzing circuit 22 detects updating data 221 from the order codes defined 
aside from the printing data, and transmits the updating data 221 to a 
updating circuit 30. 

The updating data obtained from the PC 1 may be either one of 
that the PC 1 received passing through the network 100, or that the PC 1 
received from a removable recoding medium. In this case, the confirmation of 
the update-right should be performed by the PC 1 side. 

Besides, the contents of the copy inhibition information 29 used in 
this embodiment is quite same as that of the copy inhibition information 14 
explained in the first embodiment, of which explanation will be omitted here. 

Next, a printing information analyzing circuit 28 shown in Fig. 6 
is almost same as the printing information analyzing circuit 15 shown in Fig. 
4. The processing within the PC 1 needs to expand the printing data sent 
from the printer driver 12 on the confirmation memory M16 by the drawing 
engine 154 as described in the first embodiment, on the other hand, it is 
arranged in this embodiment that the printing data transmitted from the PC 
1 be expanded on the image memory M26. 

As described above, the processing after the step of expanding the 
printing data is same as that of the first embodiment except that the 
reference numerals of circuits differ respectively. 
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The effect based on the above configuration is also same as that in 
case where the invention is applied to the prescribed PC, however, the 
moving picture cannot be regulated by the copy inhibition. Merely, it is 
possible to activate each prescribed engine whenever each frame of moving 
picture is printed out by the printer. 
(Embodiment 3) 

The second embodiment refers a case where the data monitoring 
function should be installed into the printer to prevent the unauthorized 
copying, meanwhile the followings will explain the embodiment where the 
data monitoring function is installed to a scanner. 

The operation of a network scanner 5 will be explained according 
to Fig. 7. Fig. 7 is a block diagram of the network scanner 5. 

An original being an object (not shown) is read by an image sensor 
51, which is converted to digital image data by an A/D converter 52. The 
image data is transmitted toward the network passing through a network 
interface 54 (which will be described as a network I/F 54 hereinafter) after 
the image processing like the edge emphasizing to emphasize edges of 
characters in the image or the color processing by image processing circuit 
53. 

The data monitoring means 400 comprises inhibition information 
memory M56 including an inputting information analyzing circuit 55 and 
copy inhibition information 56. The inputting information analyzing circuit 
55 composing the data monitoring means 400 judges if the original is 
inhibited from the printing according to the information stored in the copy 
inhibition information 56. When it is detected that the original is inhibited 
one, a stop order 551 is outputted to the network I/F 54. At receiving the stop 
order 551, inhibiting means 541 provided in the network I/F 54 stops the 
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output of the image data. 

The copy inhibition information 56 stored in the inhibition 
information memory M56 is the same as the copy inhibition information 14 
shown in Fig. 3, of which explanation is omitted here. Besides, the copy 
5 inhibition information 56 can be updated by an information updating circuit 
57 in the same steps described in the first or the second embodiment. The 
updating steps by the information updating circuit 57, as explained in the 
first or the second embodiment, may obtain the updating information form 
other devices connected with network passing through the network I/F 54, 

10 otherwise can obtain the updating information from a removable IC card 200 
or a memory card. Besides, as described in the second embodiment, a hard 
disk may be used as the inhibition information storage 300, but it may be 
preferable to use a rewritable nonvolatile memory with small capacity like a 
flash-memory because there is not so much large size of data to be stored in 

15 the network scanner. 

However, this embodiment is considered from a case where the 
copy inhibition information is obtained directly from a server (master 
information storage means) on the network without using a hard disk or a 
flash-memory. 

20 The scanner 5 is provided with a registration information 

requesting circuit 58 (information obtaining means), on the other hand, the 
network is provided with a server device (the copy inhibition information 
registering device 6 shown in Fig. 10, for example) that stores original 
information of the copy inhibition information 56 (which has the same 

25 contents as the copy inhibition information 56) as explained in the fifth 
embodiment. Thereby, the copy inhibition information 56 can be obtained via 
network by the registration information requesting circuit 58. Therefore, 
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since it is not necessary for installing a memory for storing huge information, 
' it is possible to reduce the cost of the products. 

It is supposed that the server device on the network is set up 
either one of the specific business places. In this case, it is arranged that the 
5 inputting information analyzing circuit 55 activates the registration 
information requesting circuit 58 automatically at the time of reading 
originals and then accesses to the server device to obtain the necessary copy 
inhibition information 56. The copy inhibition information 56 is stored 
directly in the inhibition information memory M56 that is a working memory 
10 in the network scanner instead of storing a hard disk or the like, wherein the 
data is provided to the comparing and the collating of the inputting 
information analyzing circuit 55. 

It is needless to say that the registration information requesting 
circuit 58 can be adapted to the personal computer in the first embodiment, 
15 or the printer in the second embodiment. 

Besides, it is a matter of course that the scanner of this 
embodiment is applied to not only a scanner connected with the PC 1 via 
network but also a scanner connected direct with the PC 1. 

As described in the above third embodiment, the network scanner 
20 5 does not need to install a memory to store huge information because the 
registration information requesting circuit 58 can obtain the same contents 
as the copy inhibition information 56 via network. Therefore, the invention is 
useful for any device that is not usually provided with a hard disk, such as a 
printer, a scanner, or the like. 
25 The device provided with the inhibition information storage 300 

updates the contents of the inhibition information storage 300 according to 
the information obtained from the IC memory 200 or via network, of which 
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y the effect is the same as that of the first and the second embodiment, 
c therefore the explanation will be omitted here. 
(Embodiment 4) 

The third embodiment refers to a case where the data monitoring 
5 function is installed into a scanner; meanwhile this embodiment explains a 
case where a network printer comprises the data monitoring function. 
Fig. 8 is a block diagram of a network printer 4. 
The network printer 4 receives printing data from a device 
connected with the network. A command analyzing circuit 42 receives the 
10 printing data and sends the instruction command via network interface 41 
(which is called a network I/F 41 hereunder), and analyses the language and 
the image data format of the received printing data. In addition, the 
command analyzing circuit 42, a graphics/characters drawing circuit 43, an 
image drawing circuit 47, and a memory controller 45, of which reference 
15 numerals differ from that of the printer explained in the second embodiment 
but the functions are the same, are not explained here. 

When desired image data is formed on an image memory M46, the 
memory controller 45 transmits the image data to the printer engine 44. The 
printer engine 44 prints on recording papers the image data in the order of 
20 receipt. 

A printing information analyzing circuit 48 composing the data 
monitoring means 400 (the printing information analyzing circuit 48 and a 
copy inhibition information memory M49) monitors printing data interpreted 
by the command analyzing circuit 42, and analyses the contents of the image 
25 data before transmitting said data from the image memory M46 to the 
printer engine 44. If the contents of the image data agree with any one of the 
copy inhibition information 49 stored in the copy inhibition information 
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memory M49, a stop order 481 is outputted. At receiving the stop order 481, 
the inhibiting means 441 provided in the printer engine stops the operation 
of the printer engine 44. It is needless to say that, like the second 
embodiment, the printing information analyzing circuit 48 may monitor and 
5 analyze the image memory M46. 

Next, like the updating circuits 30, 31, or 57 in each prescribed 
embodiment, an updating circuit 31 can update the content of the copy 
inhibition information stored in the inhibition information storage 300 
corresponding to the content to be inhibited. The kind and the steps of the 

10 updating methods of this copy inhibition information 49 are not explained 
here because those are the same as the explanation in each prescribed 
embodiment. Besides, since the network printer is a device to be connected 
with the network, it is useful to update the copy inhibition information via 
network 100 like the third embodiment. 

15 (Embodiment 5) 

The first to the fourth embodiments explains about devices in 
which the data monitoring function is installed, on the other hand, this 
embodiment explains about one example of the method for delivering quickly 
the copy inhibition information to a device comprising the data monitoring 

20 function. That is to say, it is arranged that the PC, the scanner, and the 
printer described in each prescribed embodiments are to receive the delivery 
of the copy inhibition information concentrated on the sever device (the copy 
inhibition information registering device), thereby the copy inhibition 
information can be in common use among devices. 

25 According to Fig. 9 and Fig. 10, the registration function of the 

copy inhibition information will be described. Fig. 9 is a diagram explaining 
the registration function on a device connected with the network. Fig. 10 is a 
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block diagram of a copy inhibition information registering device. 

In order to prevent the unauthorized copying, an important thing 
is how speedy the copied data being an object can be detected and be 
prevented from the copying. The copy inhibition information registering 
5 device 6 shown in Fig. 9 is a device delivering via network the copy inhibition 
information to the network scanner 5, the network printer 4, the personal 
computer 1, and the n-th network printer 75 those devices connected with the 
network. 

In the preventing function of the unauthorized copying that is 
Si 10 installed in each device, updating means installed in each device (updating 
r; means 13, 30, 31, or 57) obtains updating data from the copy inhibition 

?! information registering device 6, and then updates the contents of the copy 

C inhibition information to the latest edition. Therefore, it is possible to deliver 

;L the information about the unauthorized copying to each device in speedy 

O 

y 15 without bearing the user's load, and to prevent the unauthorized copy in 
y advance. 

N 1 The copy inhibition information registering device 6 is explained 

in detail according to Fig. 10. Fig. 10 is a block diagram of the copy 
inhibition information registering device. 

20 In Fig. 10, information determining means 66 obtains master 

inhibition information 65, which are originals of copy inhibition information, 
from a recoding medium such as a floppy disk or CD-ROM. 

The method of inputting the master information into the 
information determining means 66 is to input directly from a keyboard or 

25 input image patterns from a scanner, except the usage of the 
above-mentioned removable storage medium. The information determining 
means 66 obtaining the master inhibition information as above writes the 
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master inhibition information 65 into the master inhibition information 
storage 800. If the master inhibition information has already written into the 
master inhibition information storage, the contents are written over. 

Another method of updating the master inhibition information 65 
is executed passing through the network 100. In this case, it is necessary to 
arrange in advance that registration information automatic updating means 

64 may obtain updating data from a designated database. When the 
registration information automatic updating means 64 receives the updating 
data, the updating log information 63 (for example, the updating date or the 
version of the updating contents) is stored in the log storage 801. Thereby, 
the registration information automatic updating means 64 can judge 
whether it is necessary to update the master inhibition information 65 or not, 
comparing the updating date of the database on the network and the 
updating date of its self. The registration information automatic updating 
means 64 may execute the updating at regular time intervals, otherwise may 
execute the updating according to the notification from the database. The 
master inhibition information storage means 800 and the log storage 801 are 
sufficient to use different areas in a same hard disk respectively. 

Information disclosing/delivering means 62 transfers as the copy 
inhibition registration information the master inhibition information 65 
stored in the master inhibition information storage 800 in response to a 
request via network 100 (see the third embodiment). Additionally, in 
response to updating requests from updating circuits 13, 31 or 57 of devices 
controlled by the copy inhibition information registering device 6, such as a 
printer, a scanner, or a personal computer, the master inhibition information 

65 is delivered to the updating circuits as the copy inhibition registration 
information. 
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The network printer 4 explained in the fourth embodiment is used 
' as a device controlled by the copy inhibition registering device 6, of which 
embodiment is described here. When the network printer 4 receives the 
updating request from the updating circuit 31 via network, the information 
5 disclosing/delivering means 62 is activated and delivers the master 
inhibition information 65 stored in the master inhibition information storage 
800 in response to the request. At the same time, the log storage 801 delivers 
the updating log of the master inhibition information 65 written in the 
master inhibition information storage 800 so far. 

10 At receiving the master inhibition information 65, the updating 

circuit 31 writes the master inhibition information 65 instead of the copy 
inhibition information 49 previously stored in the inhibition information 
storage 300. At this time, the updating circuit 31 compares the updating log 
information 63 and the updating log information 32 stored in the log storage 

15 301 at the previous processing, and then judges if it is necessary to update 
the copy inhibition information. Thereby, When the network printer 4 is 
activated (POWER ON) or the like, if necessary, the copy inhibition 
information 45 is downloaded to the inhibition information memory M49. 
Besides, the inhibition information storage 300 and the log storage 301 are 

20 sufficient to use different areas in a same hard disk respectively. 

In addition, it is possible that the network printer 4 is provided 
with the registration information requesting circuit 33 (information 
obtaining means) like that in the third embodiment (a scanner). In a device 
equipped with the registration information requesting circuit 33, for example, 

25 when the printing data is expanded on the image memory 46, the 
registration information requesting circuit 33 requests the necessary copy 
inhibition information in accordance with the instruction of the printing 
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information analyzing circuit 48, and then obtains the master inhibition 
information 65 stored in the master inhibition information storage 800 direct 
from the information disclosing/delivering means 62, and even may store the 
data in the inhibition information memory M49. 
5 Therefore, since the network printer side does not need a memory 

for storing the copy inhibition information 49, it is possible to reduce the cost. 
In addition, since the copy inhibition information 49 of the network printer 4 
can be updated by updating the master inhibition information 65, it is easy 
to control the management and it is possible to accommodate to the updating 
^ 10 quickly. 

j;2 Since the updating logs executed by the updating circuit 31 are 

stored in the inhibition information storage 300 as the updating log 
p s information 32, it is possible to avoid that the registration information 

1^ requesting circuit 33 may issue any invalid request. 

y 15 In the fifth embodiment as described above, the copy inhibition 

W information registering device 6 can disclose/deliver the master inhibition 

? - information 65 toward each device connected with the network, it is easy to 

perform the maintenance and the management of devices and change levels 
of the secrecy information. 
20 Moreover, by changing information of one device, the information 

of all the devices controlled on the network can be updated at one time; 
therefore it is possible to prevent the unauthorized copy speedy. 

The above explanation refers to the delivery via network only, 
however, even when the copy inhibition information centralized in a point 
25 delivers to each device by a removable recoding medium such as an IC card 
(for example, the IC card 200 of the first embodiment), copy inhibition 
information device 6 can fulfils its satisfactory function. 
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(Embodiment 6) 

Fig. 11 is a block diagram showing an embodiment of a method 
canceling the unauthorized copy preventing function of a device comprising 
the data monitoring function. 

For the maintenance of the device, or for some reason or others, 
there is a need for canceling the unauthorized copy preventing function. A 
user having a right to cancel the function inserts into a prevention canceling 
circuit 17 an IC card 201 that can executes the canceling. The prevention 
canceling circuit 17 authenticates the IC card 201 and then instructs the 
printing information analyzing circuit 15 (28, 55) to stop its function. 
Thereby, it is possible to stop the function preventing the unauthorized copy. 

Otherwise, it may be arranged to stop the function of the printing 
information analyzing circuit 15 (28, 55), when a specific password is 
inputted from the network or a specific key of the decryption is inputted from 
a keyboard. 

At all events, the canceling method may be a way of specifying a 
user having a right to cancel the function. Since the prevention canceling 
circuit 17 comprises a function for registering data of the authentication, 
such as the number of the IC card 201 and etc., from the keyboard or the 
network, thereby the authentication of the IC card 201 can be performed. 
Therefore, it is possible to accommodate to various management conditions 
like the change of organization, the moving of apparatuses, the change of the 
secrecy levels or the like. 

In the sixth embodiment as mentioned above, it is possible to 
perform the maintenance of devcies by utilizing the prevention canceling 
circuit 17. Additionally, the prevention canceling circuit 17 has a function of 
registering the number of the IC card and etc.; thereby it is possible to carry 
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out the flexible management. 

In the first to the sixth embodiments as described as above, it is 
possible to prevent the unauthorized copy speedy. 
(Embodiment 7) 

A method that a printer comprising the data monitoring function 
manages secrecy information via network will be described in this 
embodiment according to Fig. 12 and Fig. 13. Fig. 12 is a diagram explaining 
the management of secrecy information, and Fig. 13 is a diagram explaining 
the contents of the management information. 

In Fig. 12, the master information storage 800 of the copy 
inhibition information registering device 6 is provided with secrecy 
management information 67 in addition to the master inhibition information 
65; thereby, it is possible for the management of secrecy information to 
accommodate to the updating of the managed information, the limitation of 
allowing to display or to print for a person who accesses to the data in 
speedy. 

Here is explained about the method of managing the secrecy 
information. As described in the sixth embodiment, the master inhibition 
information is stored in a removable recoding medium or in the master 
information storage 800 via network. 

Under the above arrangement, a specific administrator inserts an 
IC card 700 to the copy inhibition information registering device 6 in order to 
inform that he has a right to update. Information determining means 66 of 
the copy inhibition information registering device 6 reads the contents of the 
IC card 700, and confirm whether the user has a right to update or not. If the 
user has a right to update, the secrecy management information 67 inputted 
from a keyboard 600 by using a monitor 661 is accepted. 
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The information determining means 66 is to write into the a table 
670 shown in Fig. 13, for example, the secrecy management information 67 
thus inputted together with the master inhibition information 65. That is to 
say, in the table 670 an information ID is for specifying the master inhibition 
5 information (copy inhibition information), a permit level explains a secrecy 
level represented by alphabet and numbers; each alphabet indicates the 
secrecy level raising in the alphabetical order and respective numerals 
following to the alphabet indicates the secrecy level raising in the order of 
numbers. And the group ID indicates a control department of the master 

10 inhibition information, and an individual ID is for identifying a user. 
Therefore, for instance, regarding the master inhibition information (copy 
inhibition information) D001, the output of the information will be allowed 
for a user having a permit level over the A001 and included in X00. And it is 
defined that the copying and the browsing are allowed for the user having 

15 the individual ID of ID1/PW1 in addition to the above conditions. 

The secrecy management information 67 thus inputted is referred 
by secrecy management circuit 68 on the printer 4 side. Specifically, a user 
inserts an IC card 500 into the secrecy management circuit 68 before using 
the printer 4. The secrecy management circuit 68 reads the contents of the 

20 IC card 500 and stores the secrecy management level registered in the IC 
card such as the permit level, the group ID, and the individual ID together 
with the user ID. 

Next, when receiving specific printing data from the PC and so on 
and expanding said data on the image memory M46 (see Fig. 8), as described 

25 in the fifth embodiment the registration information requesting circuit 33 
obtains the copy inhibition information 65 via network interface 41 and 
stores said data in the inhibition information memory M49 while obtaining 
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the corresponding secrecy management information 67 from the table 670 
and sending the data to inhibition canceling means 17. The inhibition 
canceling means 17 compares the secrecy management level 67 
corresponding to the copy elements in the printing information analyzing 
5 circuit 48 being an object of the collating and the secrecy management level 
of the user stored in the secrecy management circuit 68. When the secrecy 
management of the user is higher than that of the secrecy management 
information 67, the printing information analyzing circuit sends to a printer 
engine 44 a signal 481 that the user is an allowable person,* thereby the 

10 desired printing matter can be obtained. 

If the user is an unallowable person, the instruction of the 
canceling is not sent to the prevention canceling means 17 meanwhile the 
inhibition of printing the specific information is set. With reference to the 
copy inhibition information 49, the printing information analyzing circuit 48 

15 issues the signal 481 for specifying the inhibition object and then stops the 
printer engine 44. 

As mentioned above, it is possible to accommodate speedy to the 
updating day by day since a device comprises the function registering the 
management information of secrecy information. Additionally, it is possible 

20 to carry out the precise control of the copying and the browsing in association 
with the registering device of the secrecy information by providing the 
secrecy management function with the printer 4. It is also possible to carry 
out the detailed configuration of the information disclosing operation, like 
the level controlling of the copying and the browsing per each title group 

25 according to the permit level, per position or organization according to the 
group ID, or per specific person according to the individual ID. When the 
registering device is provided on the network, if there is any change of 
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organization or change of layout, it is possible to carry out the secrecy 
management speedy. It is better that managing items, such as device 
information to be inhibited from output, the information of the management 
period, and etc., are arranged to be extendable at any time. 

Besides, the method of the individual authentication may adopt 
the recognition of a fingerprint of hand, a face, or a retina of eye instead of 
the IC card 500, any method of which can specify an individual can be 
applied to this invention. 

Moreover, the invention is explained taking the printer as an 
example, however, it is possible to prevent the undesired disclosing of the 
secrecy information by providing the data monitoring function of the 
invention with a displaying device and adding the secrecy information 
management function to each device. 

Furthermore, the invention can be applied to a displaying device 
of every portable intelligent terminal such as a Personal Digital Assistance 
(PDA), a mobile phone, a notebook-type computer and etc. without limiting 
to a displaying device of a specific personal computer. 

Furthermore, the invention can be also applied to an audio 
outputting device (a speaker). Though it is not shown practically, when 
device information to be inhibited is added to the audio outputting device as 
the secrecy management information 67, it is possible to perform the 
inhibition control to the outputting media like the displaying of the image 
information is allowed but the audio information is inhibited to output. 

At all events, it is possible to control the disclosing level of every 
device and terminal connected with a network by providing the management 
function of the secrecy information with each device. 

The first to the sixth embodiments as described as above explain 
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regarding a case where the copying is inhibited by using the copy inhibition 
information. However, the following eighth to tenth embodiments explain a 
configuration that is able to specify and trace a device when unauthorized 
copies are outputted by a personal computer, a printer, a scanner or the like. 
5 (Embodiment 8) 

Fig. 14 is a block diagram of an information imparting circuit for 
imparting ID information, which is unique to a device, to printing data to be 
printed by a printer. 

An information imparting circuit 18 extracts CPU ID information 

^ 10 18a included in a central processing unit (which is called CPU hereunder) 
installed the PC 1, and sends the information to a printer driver 19. The 

if! printer driver 19 imparts the CPU ID information 18a to printing data 11 

^ stored in a printing memory Ml 1, which is outputted as new printing data to 

a printer 2. In this case, since the CPU ID information 18a is proper and 

5 15 unique to the PC 1, the ID is effective as information resource for managing 

W users. 

H Likewise, the information imparting circuit 18 obtains from each 

application software 92 application registration information 18b provided 
with the PC, and sends the information to the printer driver 19. The 

20 information to be registered is time information and information of user who 
uses a device, like the user registration information and mail address. The 
printer driver 19 imparts the application registration information 18b to the 
printing data 11, which is sent to the printer 2 as a new printing data. 

The application registration information 18b is user information 

25 at the installing, a specific product No. assigned to user, a user password, 
and etc. The mail address set in an application by a user is valid to trace an 
address of the operating user and becomes an information resource valid to 
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specify a device, a location, and the time of user concerned with the copying. 
The registration information of the operating system (which is called OS 
hereafter) of the PC 1 may be used as the application registration 
information 18b. The application registration information may be 
substituted with any information of the installed software that can specify a 
user or software. 

Likewise, the information imparting circuit 18 extracts hardware 
information 18c installed in the PC 1, and then sends the information to the 
printer driver 19. The printer driver 19 imparts the hardware information 
18c to the printing data 11, which is outputted to the printer 2 as a new 
printing data. The information imparting circuit 18 obtains as hardware 
information the information of a substrate installing the CPU of the PC 1 
and IP address configured in the network interface 93. Information of the 
connected printer 2 may be obtained from a driver. 

In the 8th embodiment as described above, the information for 
specifying the location, the time and the operating user of the device or the 
software can be detected automatically and then imparted to the printing 
data, thereby it is possible to trace the location, the time and the operating 
user that the copies originated from. Therefore since a device outputting the 
copies can be detected quickly and the preparation status of the printing 
data remains as the evidence, it is possible to suppress the spreading of the 
unauthorized copying and minimize the leak of the secrecy information. 
(Embodiment 9) 

Fig. 15 is a block diagram of a printer provided with a tracing 

function. 

The printer 2 receives the printing data from the PC 1 by making 
use of the receiving buffer 21, and sends the printing data to the command 
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analyzing circuit 22 one after another. The command analyzing circuit 22 
analyses the language and image data format of the received printing data. 

While analyzing the language and image data format of the 
received printing data, the command analyzing circuit 22 extracts ID 
information 222 (the device information, the software information, the 
hardware information) to be imparted to the printing data automatically, 
and then send the data to a specific information imparting circuit 80. 

Next, according to a result analyzed by the command analyzing 
circuit 22 as described above like the first embodiment, the 
graphics/character drawing circuit 23 executes the drawing of characters and 
graphics on the image memory M26, meanwhile the image drawing circuit 
27 expands photo data on the image memory M26. 

In addition, the specific information imparting circuit 80 
modulates the ID information 222 at specific pattern on the image memory 
M26 via the memory controller 25, and then imparts the data to the image 
expanded on the image memory M26. For example, the specific information 
code 1000 is imparted on the printing data 261 as shown in Fig. 16, 
otherwise may be sent direct to the printer engine 24 a specific pattern, 
which is printed on a recording paper. 

When a desired image data is formed on the image memory M26, 
the memory controller 25 transfers the image data to printer engine 24. The 
printer engine 24 performs the printing based on the received image data. 

In the 9th embodiment as described above, the printer 2 extracts 
the imparted specific information from received printing data, and then 
imparts the specific information to the printing data automatically when the 
printer 2 prints the printing data in its self. Thereby it is possible to trace a 
device that performs the unauthorized copy of confidential documents in 
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company or the forgery of bank notes and cash vouchers. 
(Embodiment 10) 

Fig. 17 is a block diagram of a printer connected with the network 
and provided with the tracing function. 
5 The printer 4 receives printing data from the PC 1 via network 

interface 41, and then sends the printing data to a command analyzing 
circuit 42 one after another. The command analyzing circuit 42 analyses the 
language and the image data format of the received printing data. 

Next, a graphics/character drawing circuit 43 draws characters 
10 and graphics, and an image drawing circuit 47 expands photo data; since 
these processing are the same as in the first to the eighth embodiment, the 
explanations are not described here. 

The specific information imparting circuit 80 extracts from the 
network interface 41 an IP address 223 imparted to the printer 4, and 
15 modulates the IP address 223 at specific pattern on an image memory M46 
via a memory controller 45, and then imparts the data to the expanded 
image. The imparted form is the same as in the 9th embodiment and the IP 
address is imparted on the printing data as the specific information code as 
shown in Fig. 16. It is needless to say that this IP address may be extracted 
20 from the command analyzing circuit 42 as described in the 9th embodiment. 
And it is may be arranged that the IP address be sent direct to the printer 
engine 44 as a specific pattern and printed on a recording paper. 

When the desired image is formed on the image memory M46, the 
memory controller 45 transfers the image data to a printer engine 44. The 
25 printer engine 44 performs the printing based on the received image data. 

In the 10th embodiment as described above, the ID information 
(IP address) of the printer 4 connected with the network is imparted on the 



38 



printing data automatically when the printer 4 prints the printing data in its 
self. Thereby it is easy to specify and trace the device and the location that 
performs the unauthorized copy of confidential documents in company or the 
forgery of bank notes and cash vouchers. Therefore, it is possible to prevent 
the spread of the leak of the secrecy information. 

Besides, the copying device of the invention can be carried out by 
software of CPU and DSP. And it may be carried out by dedicated hardware, 
too. 

In addition, the device can be installed as software of the secrecy 
document management into the database, the distribution system, the 
document change software like E-mail, or the document delivery software. 

Since this embodiment of the invention can be applied to not only 
static images but also moving images, the invention adapts to the moving 
image data management. 

Moreover, since the embodiment of the invention can 
accommodate to the various type of data, such as original image data, 
document text data, encrypted data and etc., in a scanner, a printer, and a 
personal computer, the invention can be utilized for not only the printing but 
also the monitor displaying. 

As described above, it is possible to prevent the unauthorized 
copying and browsing of originals and electronic data in advance and speedy 
because the invention can update the copy inhibition information. 
Additionally, since the invention is provided with the secrecy management 
function, it is possible to stop the above inhibition function for a specific user 
corresponding to the secrecy management level granted to the user. 

Furthermore, it is possible to trace the origin of the unauthorized 
copies since the information for identifying a device processing the printing 
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data can be added to the printing data. 

Besides, each means described in each embodiment can be carried 
out by the configuration of hardware, and also can be carried out by a CPU 
and the programming installed in the CPU. 

Possibility of Industrial Application 

As described in the above embodiments, the invention can be 
adapted to the prevention of the unauthorized copying and browsing of 
documents and drawings in companies. Even in the same business office, 
users who are allowed to copy and browse specific documents are 
distinguished from other users. In addition, the invention can be applied to 
the trace of a device that prepares copies of bank notes or cash vouchers 
which are inhibited to copy in general. 
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What is claimed is : 

1. A data monitoring method comprising: 

monitoring each copy element of monitoring object data consisting 
of at least one kind of copy element in accordance with at least one kind of 
5 copy inhibition information capable of being updated and stored in inhibition 
information storage! and 

inhibiting input or output of the monitoring object data if the 
monitoring determines that said each copy element agrees with a kind of 
said copy inhibition information. 

10 

2. A data monitoring method according to claim 1, in which in the 
step of updating the copy inhibition information, the updating should be 
valid only when an authorized person executes the updating. 

15 3. A data monitoring method according to claim 1, in which updating 

information of the copy inhibition information is provided by a removable 
storage media. 

4. A data monitoring method according to claim 1, in which updating 
20 information of the copy inhibition information is provided by an information 

providing medium. 

5. A data monitoring method according to claim 1, in which updating 
information of the copy inhibition information is provided passing through a 

25 network. 

6. A data monitoring method according to claim 1, further 
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comprising: 

storing updating logs when the copy inhibition information stored 
in the inhibition information storage is updated; and 

in which in the step of updating copy inhibition information, the 
updating should be executed only when the updating information of the copy 
inhibition information is later than the stored log information. 

7. A data monitoring method according to claim 1, further 
comprising^ 

controlling a copy inhibition or a inhibition cancel in accordance 
with secrecy management information and user's secrecy management level, 
said secrecy management information stored in the inhibition information 
storage in addition to the copy inhibition information in advance. 

8. A data monitoring method according to claim 1, further 
comprising: 

obtaining the copy inhibition information by requesting to a 
master information storage when originals of the copy inhibition information 
are stored in the master information storage on the network. 

9. A data monitoring method according to claim 8, comprising: 
controlling a copy inhibition or a inhibition cancel in accordance 

with secrecy management information and user's secrecy management level, 
said secrecy management information obtained together with the copy 
inhibition information at the step of obtaining the information, said secrecy 
management information stored in the master inhibition information storage 
in addition to the original copy inhibition information in advance. 
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10. A data monitoring method according to claim 1, comprising: 
canceling a function of stopping the copying after confirming if a 

user has a right to cancel the monitoring function or not. 

5 

11. A data monitoring device comprising: 

an inhibition information storage storing at least one kind of copy 
inhibition information that can be updated; 

monitoring means monitoring at least one kind of copy element 
10 prepared from monitoring object data based on the copy inhibition 
information! and 

inhibition means inhibiting input or output of the monitoring 
object data if said at least one copy element included in the monitoring object 
data agrees with one of the copy inhibition information. 

15 

12. A data monitoring device according to claim 11, further 
comprising: 

updating means updating the copy inhibition information. 

20 13. A data monitoring device according to claim 12, in which the 

updating means inhibits the updating when the updating is not executed by 
a user having a right to update and the copy inhibition information has the 
management information of the updating right as an attribute. 

25 14. A data monitoring device according to claim 12, in which the 

updating information is provided by a removable storage medium. 
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15. A data monitoring device according to claim 12, in which the 

updating information is obtained from an information providing medium. 



16. A data monitoring device according to claim 15, in which the copy 
inhibition information is obtained passing through the network. 

17. A data monitoring device according to claim 12, further 
comprising- 

a log storage storing updating logs when the copy inhibition 
information in the inhibition information storage are updated; and 

in which the updating means obtains the latest copy inhibition 
information based on the logs of the updating information. 

18. A data monitoring device according to claim 12, further 
comprising: 

secrecy management means storing in the inhibition information 
storage secrecy management information in addition to the copy inhibition 
information, and controlling a copy inhibition or a inhibition cancel in 
accordance with secrecy management information and user's secrecy 
management level. 

19. A data monitoring device according to claim 12, further 
comprising: 

a master information storage on the network storing originals of 
the copy inhibition information; and 

information obtaining means obtaining the copy inhibition 
information by requesting to the master information storage. 
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20. A data monitoring device according to claim 19, in which the 
master storage stores secrecy management information of each original 
information in addition to the copy inhibition information; 

5 the information obtaining means obtains the copy inhibition 

information and the secrecy management information; and 
further comprising: 

secrecy management means controlling a copy inhibition or a 
inhibition cancel in accordance with the obtained secrecy management 
10 information and user's secrecy management level. 

21. A data monitoring device according to claim 12, further 
comprising: 

canceling means canceling a function of stopping the copying after 
15 confirming if a user has a right to cancel the monitoring function or not. 

22. A copying device comprising: 

first specific information extracting means extracting an ID 
information unique to a specific device concerned with the preparation of 
20 monitoring object data; and 

information imparting means imparting the ID information to the 
monitoring object data and preparing a new copied data. 

23. A copying device according to claim 22, in which the ID 
25 information is chip ID information imparted to Central Processing Unit 

(CPU). 
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24. A copying device according to claim 22, in which the ID 
information is an IP address imparted to a device. 

25. A copying device comprising: 

second specific information extracting means extracting a specific 
application information unique to software concerned with the preparation 
of monitoring object data; and 

information imparting means imparting the specific application 
information to the monitoring object data and preparing a new copied data. 

26. A copying device according to claim 25, in which the specific 
application information is a mail address registered by a user. 

27. A copying device receiving an monitoring object data from an 
external device and preparing a copy based on the monitoring object data, 
comprising: 

extracting means analyzing the monitoring object data and 
extracting unique information specifying a specific device concerned with the 
preparation of the monitoring object data; and 

specific information imparting means imparting the extracted 
unique information to the monitoring object data. 

28. A copying device according to claim 27, in which the unique 
information is an ID number specifying a personal computer. 

29. A copying device according to claim 27, in which the unique 
information is an IP address imparted to a device. 
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30. A copying device receiving an monitoring object data from an 
external device and preparing a copy based on the monitoring object data, 
comprising: 

5 extracting means analyzing the copied data and extracting unique 

information specifying specific software concerned with the preparation of 
the copied data; and 

specific information imparting means imparting the extracted 
unique information to the copied data as new copied data. 

10 

31. A copying device according to claim 30, in which the unique 
information is a mail address registered by a user. 

32. A copying device according to claim 30, in which the unique 
15 information is registration information of software. 

33. A copying device adapting to the network of receiving an 
monitoring object data from an external device and preparing a copy based 
on the monitoring object data, comprising: 

20 extracting means extracting an IP address imparted to the 

copying device? and 

specific information imparting means imparting the extracted IP 
address to the copied data as new copied data. 

25 34. A storage medium storing programs comprising: 

monitoring each copy element being monitoring object data 
consisting of at least one kind of copy element in accordance with at least one 
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kind of copy inhibition information capable of being updated and stored in 
inhibition information storage! and 

inhibiting to input or output the monitoring object data if the 
monitoring determines that said each copy element agrees with a kind of 
5 said copy inhibition information. 

35. A storage medium storing a program comprising: 

controlling a copy inhibition or a inhibition cancel in accordance 
with secrecy management information and user's secrecy management level, 
10 said secrecy management information stored in the inhibition information 
storage in addition to the copy inhibition information in advance. 

36. A storage medium executed by a copying apparatus preparing a 
copy according to monitoring object data after receiving the monitoring 

15 object data from an external device or after preparing the monitoring object 
data by itself, which storing programs comprising" 

extracting ID information unique to a specific device concerned 
with the preparation of the monitoring object data; and 

imparting the ID information to the monitoring object data and 
20 preparing a new copied data 

37. A storage medium executed by a copying apparatus preparing a 
copy according to monitoring object data after receiving the monitoring 
object data from an external device or after preparing the monitoring object 

25 data by itself, which storing programs comprising: 

extracting specific application information unique to software 
concerned with the preparation of the monitoring object data,' and 
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imparting the specific application information to the monitoring 
object data and preparing a new copied data. 
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Abstract 

Each copy elements of data being an object to be monitored such as printing 
data or reading data including at least one kind of copy elements is 
monitored according to at least one kind of copy inhibition information stored 
in inhibition information storage means and capable of being updated. By 
the monitoring, when one of the copy elements is judged to agree with the 
kind of coy inhibition information, input or output of the data being 
monitored is inhibited. Secrecy management information is given to the copy 
inhibition information, and a secrecy management level of a user is assigned 
to each user. In such a way, when the secrecy management level is higher 
than that of secrecy management information, the inhibition of the input or 
output is canceled. An ID for tracing a device which has copied a printed 
matter is given to the copied printed matter so as to prevent unauthorized 
copies form diffusing. 
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M cDERMOTT, WILL & E MERY 
600 13 lh Street, N.W. 



Direct Telephone Calls to: 
(name and telephone number) 



(202) 756-8000 



201 


Full Name of Inventor 


Family Name 


First Given Name 


Second Given Name 


/Akio KOJIMA 


KOJIMA 


Akio 




Residence and Citizenship 


City 


State or Foreign Country 


Country of Citizenship 


Neyagawa 


Neyagawa-shi 


Osaka 


JAPAN 


Post Office Address 


Post Office Address 


City 


State & Zip Code/Country 


3-9-7-205 


Ikeda 


Neyagawa-shi 


Osaka 572-0039 JAPAN 


202 


Full Name of Inventor 


Family Name 


First Given Name 


Second Given Name 


Yasuhiro KUWAHARA 


KUWAHARA 


Yasuhha— 




Residence and Citizenship 


City 


State or Foreign Country 


Country of Citizenship 


Moriguchi 


Moriguchi-shi 


Osaka 


JAPAN 


Post Office Address 


Post Office Address 


City 


State & Zip Code/Country , 


3-32-11-603 


Dainichi-cho 


Moriguchi-shi 


Osaka 570-0003 JAPAN^*;/'" 



2fo3 


^pull Name of inventor 


Family Name 




Second Given Name 


Tatsum i WATANABE 


WATANABE 


Tcitsumi 




Residence and Citizenship 


City 


State or Foreign Country 


Country of Citizenship 


Souraku 


Souraku-gun 


Kyoto 


JAPAN 


Post Off ice Address 


Post Office Address 


City 


State & Zip Code/Country 


101 Eruminensu Sakuragaoka 


3-32-8, Sakuragaoka, Seika-cho 


Souraku-qun , 


Kyoto 61 9-0232 JAPAN ~J^~J^ 



I hereby declare that all statement made herein of my own knowledge are true and that all statements made on information and belief are believed to be true; and 
further that these statements were made with the knowledge that willful false statements and the like so made are punishable by fine or imprisonment, or both, 
under section 1 001 of Title 1 8 of the United States Code, and that such willful false statements may jeopardize the validity of the application or any patent issuing 
thereon. 



Signature of Inventor 201 : 



Signature of Inventor 202: 



Signature of Inventor 203: 



Date 



August 6, 2001 



August 6, 2001 



August 6, 2001 



